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EXAMINER'S AMENDMENT 


1. An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

2. Authorization for this examiner's amendment was given in a telephone interview 
with Kevin G. Shao (Reg. No. 45,095) on February 3, 2005. 

3. The application has been amended as follows: 
In the Claims 

1 . (Currently Amended) A computer implemented method comprising: 

receiving at a first network element of a network a subscriber session from 
a subscriber; 

routing at least a portion of the subscriber session to a second network 
element within the network using a first tunneling protocol; 

determining at the second network element whether the subscriber 
session should be routed to a destination using a second tunneling protocol 
different than the first tunneling protocols; [and] 

switching the subscriber session to the destination out of the network via 
the second network element using the second tunneling protocol if the subscriber 
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session should be routed to the destination using the second tunneling protocol; 
and 

authenticating the subscriber session based on authentication, 
authorization, and accounting (AAA) information associated with the subscriber 
and wherein the AAA information further includes information regarding whether 
the subscriber session should be switched out and which tunneling protocol 
should be used when a set of packets is routed to the destination . 

2. (Cancelled) 

6. (Currently Amended) A computer implemented method comprising: 

receiving at a second network element of a network a session 
encapsulated with a first tunneling protocol from a first network element within 
the network, the session having a control message; 

the second network element decapsulating the encapsulated session to 
extract the control message according to the first tunneling protocol; 

using the control message to determine if the session is to be transmitted 
with a second tunneling protocol different than the first tunneling protocol; 

if the session is to be transmitted with the second tunneling protocol, 
creating a session structure indicating the second tunneling protocol associating 
the session with the session structure; [and] 
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transmitting the session as indicated by the session structure to a 
destination, wherein the session is encapsulated with the second tunneling 
protocol based on the protocol information stored within the session structure 
prior to transmitting the session to a destination : and 

authenticating the session based on authentication, authorization, and 
accounting (AAA) information associated with a subscriber, and wherein using 
the control message to determine if the session is to be transmitted with the 
second tunneling protocol comprises: retrieving a subscriber record from a 
database, the subscriber record including authentication, authorization, and 
accounting information and the record corresponding to a subscriber indicated by 
the control message: determining whether the session is to be tunneled out and 
which tunneling protocol should be used when the session is tunneled out, based 
on the record. 

7. (Cancelled) 

8. (Currently Amended) The method of claim [7] 6 further comprising: 

encapsulating the session with the second tunneling protocol determined 
from the record; 

[transmitted] transmitting the encapsulated session to a destination, 
wherein the session is decapsulated according to the second tunneling protocol 
at the destination. 


Application/Control Number: 09/699,228 
Art Unit: 2155 


Page 5 


9. (Currently Amended) A computer implemented method comprising: 

receiving at a second network element of a network a subscriber session 

with a first tunneling protocol from a first network element within the network; 

the second network element determining that the subscriber session is to 

be transmitted with a second tunneling protocol different than the first tunneling 

protocol; 

associating the subscriber session with a session structure, the session 
structure indicating the second tunneling protocol; [and] 

transmitting the subscriber session as indicated by the session structure to 
a destination, wherein the subscriber session is encapsulated using the second 
tunneling protocol indicated by the session structure : and 

authenticating the subscriber session based on authentication, 
authorization, and accounting (AAA) information associated with a subscriber, 
and wherein the AAA information further includes the session structure regarding 
whether the subscriber session should be switched out and which tunneling 
protocol should be used when a set of packets is routed to the destination. 

12. (Currently Amended) A computer implemented method comprising: 

receiving at a second network element of a network a subscriber session 
encapsulated with a first of a plurality of tunneling protocols from a first network 
element within the network; 
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the second network element determining that the subscriber session is to 
be transmitted with a second of the plurality of tunneling protocols different than 
the first tunneling protocol; 

the second network element creating a session structure, the session 
structure indicating the second of the plurality of tunneling protocols; [and] 

transmitting the subscriber session as indicated by the session structure to 
a destination, wherein the subscriber session is encapsulated using the second 
tunneling protocol indicated by the session structure : and 

authenticating the subscriber session based on authentication, 
authorization, and accounting (AAA) information associated with a subscriber, 
and wherein the AAA information further includes information regarding whether 
the subscriber session should be switched out and which tunneling protocol 
should be used when a set of packets is routed to the destination . 

1 6. (Currently Amended) A network element comprising 

a circuit to receive a subscriber session, the subscriber session being 

encapsulated with a first tunneling protocol and received from a remote network 

element within a network; 

a logic to determine if the subscriber session is to be transmitted with a 

second tunneling protocol different than the first tunneling protocol, 
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to encapsulate the subscriber session with the second tunneling 
protocol if the logic determines that the subscriber session is to be 
transmitted with the second tunneling protocol, [and] 

to transmit the subscriber session encapsulated with the second 
tunneling protocol to a destination out of the network : and 

to authenticate the subscriber session based on authentication, 
authorization, and accounting (AAA) information associated with a 
subscriber, and wherein the AAA information further includes information 
regarding whether the subscriber session should be switched out and 
which tunneling protocol should be used when a set of packets is routed to 
the destination . 

20. (Currently Amended) A network element comprising: 

a tunnel decapsulation module to decapsulate a subscriber session 

received over an ingress tunnel according to a first of a plurality of protocols from 

a remote network element of a network; 

a payload decapsulation module coupled to said tunnel decapsulation 

module to decapsulate a control packet that is part of said subscriber session; 
a control process coupled to said payload decapsulation module to 

determine if said subscriber session is to be transmitted over an egress tunnel 

that uses a second of said plurality of protocols; 
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a tunnel module, coupled to said tunnel encapsulation module and said 
control process, to encapsulate the traffic from said session in the second of 
said, plurality of protocols used for said egress tunnel : and 

an authentication module to authenticate the subscriber session based on 
authentication, authorization, and accounting (AAA) information associated with a 
subscriber and wherein the AAA information further includes information 
regarding whether the subscriber session should be switched out and which 
tunneling protocol of said plurality of protocols should be used when a set of 
packets is routed to the destination . 

23. (Currently Amended) An apparatus comprising: 

a first network card to receive a set of data, the set of data being 
encapsulated with a first tunneling protocol received from a remote network 
element of a network; [and] 

a computer to determine if the set of data is to be transmitted with a 
second tunneling protocol different than the first tunneling protocol and to 
encapsulate the set of data with the second tunneling protocol if determined the 
set of data is to be transmitted with the second tunneling protocol and 
authenticate a subscriber session based on authentication, authorization, and 
accounting (AAA) information associated with a subscriber and wherein the AAA 
information further includes information regarding whether the subscriber session 
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should be switched out and which tunneling protocol should be used when a set 
of packets is routed to the destination : and 

a second network card to transmit the encapsulated set of data to a 
destination out of the network. 

26. (Currently Amended) A machine readable medium that provides 
instructions, which when executed by a set of processors, cause said set of 
processors to perform operations comprising: 

receiving at a first network element of a network a subscriber session from 
a subscriber; 

routing at least a portion of the subscriber session to a second network 
element within the network using a first tunneling protocol; 

determining at the second network element whether the subscriber 
session should be routed to a destination using a second tunneling protocol 
different than the first tunneling protocol; [and] 

switching the subscriber session to the destination out of the network via 
the second network element using the second tunneling protocol if the subscriber 
session should be routed to the destination using the second tunneling protocol; 
and 

authenticating the subscriber session based on authentication, 
authorization, and accounting (AAA) information associated with a subscriber, 
and wherein the AAA information further includes information regarding whether 
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the subscriber session should be switched out and which tunneling protocol 
should be used when a set of packets is routed to the destination . 


4. The following is an examiner's statement of reasons for allowance: 
Claims 1 , 3-6, and 8-29 are allowable over the prior art of record. 

Prior art of record does not disclose, teach, or suggest "authenticating the 
subscriber session based on authentication, authorization, and accounting (AAA) 
information associated with a subscriber, and wherein the AAA information further 
includes information regarding whether the subscriber session should be switched out 
and which tunneling protocol should be used when a set of packets is routed to the 
destination" as recited in independent claims 1, 6, 9, 12, 16, 20, 23, and 26. Although 
Sitaraman et al. (US 6,212,561 B1) teaches of AAA and of the L2TP tunneling protocol 
as referenced in the previous office action, Sitaraman does not explicitly teach "wherein 
the AAA information further includes information regarding whether the subscriber 
session should be switched out and which tunneling protocol should be used when a set 
of packets is routed to the destination". Therefore, the amended claims are allowable 
over prior art of record. 

5. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
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accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael Y Won whose telephone number is 571-272- 
3993. The examiner can normally be reached on M-Th: 7AM-5PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hosain T Alam can be reached on 571-272-3978. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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